Re: New access procedure for BEMS TUCN server PC + BEMS TUCN credentials & IPs

Alexandru George Berciu <Alexandru.Berciu@campus.utcluj.ro>
Fri 2023-08-04 15:51

To:Ahmed Ahmed <Ahmed.Ahmed@campus.utcluj.ro>
Cc:Dan.Micu <Dan.Micu@ethm.utcluj.ro>
Dear Ahmed,

As per our today's discussion I kindly ask you to find below all the information I have about the BEMS TUCN
application:

Monitored buildings:

1. Faculty of Electrical Engineering (FIE): Str. Baritiu, 26-28 (Google Maps);

2. Natatie (Swimming pool): Str. Splaiul Independentei, 8 (Google Maps);

3. Instalatii (Building services): Bulevardul 21 Decembrie 1989, 128-130 (Google Maps);
4. Marasti Student Campus: Str. Fabricii de Zahar, 58 (Google Maps).

AnyDesk for server PC (Baritiu 26-28):
ID: 187954924
Password: Bems utcnl

TeamViewer for the server PC (Baritiu 26-28):
ID: 515971 333
Password: Bems_utcnl

Intranet IPs (private static IPs):
FIE:

PCIP: 10.156.0.14

PLCIP: 10.156.0.11

VLAN: 64

Natatie:

PCIP: 10.156.0.17
PLC IP: 10.156.0.10
VLAN: 64

Instalatii:

PC IP: 10.156.0.15
PLCIP: 10.156.0.12
VLAN: 64

Marasti:

PCIP: 10.156.0.16
PLCIP: 10.156.0.13
VLAN: 64

Internet IP for the server PC @Baritiu (public static IP):
IP: 193.226.5.135

Mask: 255.255.255.240

Default gateway: 193.226.5.129

DNS: 193.226.5.151

FTP Server Baritiu:
Path (IP): 193.226.5.135 (Windows defender public firewall must be turned off in order to successfully connect to
the FTP Server. Please reactivate it after you download the data so that the computer cannot be accessed by bad



actors using different programs for cyber attacks!)
Username: rodrbobftpuser
Password: 6QtLQEs;j

Energy Manager PRO v7 credentials:
Username: admin
Password: Admin!123

User management BEMS TUCN credentials:
Username: Utcn
Password: universitate

Siemens account (for support requests after Professor Micu's approval): link
Username: Dan.Micu@ethm.utcluj.ro
Password: Bems_utcnl

If you have any new questions, please do not hesitate to ask me and to the best of my knowledge I will help you! |
am honored to hand over to you the tasks of administering and maintaining the BEMS TUCN application! Good
luck in your new position! As I said from most communication errors are solved by a restart of the PC at each
location or by checking the fuse box of the PLC. If there are communication problems via Internet or Intranet, you
should contact our colleagues at the Communication Centre (by phone: 0264401247 or by using their online
platform).

I will remain active only to help you when something goes wrong and to download monthly data from FTP server
to concatenate it with the ones I have already downloaded (and I have concatenated them to create the Excel file
uploaded in Teams with the consumption data from December 2017-present).

Best regards,

Eng. Alexandru-George BERCIU
Teaching Assistant Automation Department
PhD Student | Research Engineer

Technical University of Cluj-Napoca
Faculty of Automation and Computer Science

Mobile: +40-740-137-999
E-mail: Alexandru.Berciu@campus.utcluj.ro
LinkedIn: https://www.linkedin.com/in/alexandru-georgeberciu/

From: Alexandru George Berciu <Alexandru.Berciu@campus.utcluj.ro>
Sent: Wednesday, August 2, 2023 9:53 PM

To: Ahmed Ahmed <Ahmed.Ahmed@campus.utcluj.ro>

Cc: Dan.Micu <Dan.Micu@ethm.utcluj.ro>

Subject: New access procedure for BEMS TUCN server PC

Dear Ahmed,

Because after today's online meeting with a Siemens representative we learned that someone had deleted our data
from the BEMS TUCN application and because the old credentials were known to many people, making it difficult
to identify the author, we changed the access credentials today through TeamViewer and AnyDesk.



This information will be accessible only to me, you and Professor Dan Micu (in CC). And I kindly ask you to keep
it that way, since you will take over the maintenance and improvement of the application!

So, the new credentials are:
AnyDesk:

ID: 187954924

Password: Bems_utcnl

TeamViewer:
ID: 515971 333
Password: Bems_utcnl

I am at your disposal for any further questions! See you on Friday between 9:00-9:30 to visit all locations
monitored by BEMS TUCN to identify each equipment in each location!

Best regards,

Eng. Alexandru-George BERCIU
Teaching Assistant Automation Department
PhD Student | Research Engineer

Technical University of Cluj-Napoca
Faculty of Automation and Computer Science

Mobile: +40-740-137-999
E-mail: Alexandru.Berciu@gcampus.utcluj.ro
LinkedIn: https://www.linkedin.com/in/alexandru-georgeberciu/

Technical University of Cluj-Napoca www.utcluj.ro

***Disclaimer***

This message and any attachments may contain confidential or sensitive information belonging to the Technical University of Cluj-Napoca (TUCN). By default and unless otherwise
specified or regulated, the message, together with any attachments, is intended for use and knowledge only by the individual or entity to whom it is addressed and may not be
disclosed to or used by anyone else. If you have received this message by error, please notify TUCN immediately as a reply to this message and then delete the message from your
system without copying or opening it. You are hereby notified that any disclosure, copying, distribution or initiation/omission of actions based on this information, unless
otherwise specified or regulated, is strictly prohibited, and attracts civil and/or criminal liability (art. 302 of the New Penal Code). Due to the nature of e-mail transmission
technology, TUCN is not responsible for changes that may be made to this message nor for delays that may occur in its reception. Furthermore, TUCN cannot guarantee the
integrity of the message or that it is free of viruses, interceptions, or interference of any kind.

**¥Informare***

Prezentul mesaj si orice documente atasate pot contine informatii confidentiale sau sensibile care apartin Universititii Tehnice din Cluj-Napoca (UTCN). Tn mod implicit si dacd nu
este altfel specificat sau reglementat, mesajul, impreuna cu documentele atasate, este destinat spre utilizare si cunoastere strict persoanei fizice sau juridice careia ii este adresat si
nu poate fi dezvdluit sau utilizat de cdtre altcineva. Dacd ati primit acest mesaj dintr-o eroare, vd rugdm sa anuntati imediat UTCN, ca raspuns la mesajul de fata si sa stergeti apoi
din sistemul dvs. mesajul fara a-l copia sau deschide. Prin prezenta sunteti notificat de faptul ca orice dezvaluire, copiere, distribuire sau initierea/omiterea unor actiuni pe baza
prezentelor informatii, in conditiile in care nu este altfel specificat sau reglementat, sunt strict interzise si atrag raspunderea civild si/sau penala (art. 302 Noul Cod Penal). Prin
natura tehnologiei de transmitere a mesajelor de postd electronica, UTCN nu este raspunzatoare pentru modificdrile care pot fi aduse prezentului mesaj si nici pentru intarzierile
care pot surveni in receptionarea acestuia. De asemenea, UTCN nu poate garanta integritatea mesajului si nici ca acesta este lipsit de virusi, interceptari sau interferente de orice
naturd.



